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Manual Chapter v13.1.0: Implementing Web Services Security
Manual Chapter v13.1.0: Creating Parent and Child Security Policies

Fundamental = Grundlegend
Enhanced = Verbessert
Comprehensive = Umfassend

The following is from the v12 UI (Security – Application Security : Policy Building : Learning and
Blocking Settings, Policy Type)
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https://support.f5.com/kb/en-us/products/big-ip_asm/manuals/product/asm-implementations-13-1-0/18.html
https://support.f5.com/kb/en-us/products/big-ip_asm/manuals/product/asm-getting-started-13-1-0/3.html
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https://devcentral.f5.com/questions/asm-confusion-about-wildcard-selective-all-entities-49185
-> “Add All Entities Creates a comprehensive whitelist policy that includes all web site entities”

Never (wildcard only), when false positive occur the system will suggest to relax the
settings of the wildcard entity.
Selective is that only entity (Parameter name/value, URL etc) that exceeds the Wildcard
setting would generate learning suggestion and those learning suggestion are accepted
by administrator entity will get included in security policy.

Selective mode offers intermediate protection between Never (Wildcard Only) and
Add All Entities.

Learning Schemes to build a policy

https://devcentral.f5.com/questions/asm-confusion-about-wildcard-selective-all-entities-49185


Selective mode is suitable for applications containing entities which use similar or
identical attributes.
Ideally, when you know the policy is mature, you can remove the wildcard

Add All Entities, you will see a suggestion to add an entity by name

Updates to Policy Builder in BIG-IP 13.0 include the following enhancements:

Compact mode is an entity learning mode designed to effectively manage high traffic
loads and increase policy security.

Compact mode reduces the amount of learning suggestions, enabling a policy to
converge more quickly, and automatically adds disallowed file types.
Compact mode will never removing the wildcard.

Server Technologies is an option that customizes policies to an application. This option
enables Policy Builder to identify the back-end technologies used by an application and
add the relevant signatures to the policy.
Client Reputation is a technique that improves learning suggestions by using behavioral
analysis to assign a reputation score to a source IP or device ID. Policy Builder ignores
sources classified as malicious and speeds learning on sources classified as benign.

There are several updates to Policy Builder in BIG-IP 12.0, including the following:

Staging, enforcement, and learning suggestions can be configured manually or by the
BIG-IP ASM system.
Security checks Learn, Alarm, and Block are now system-wide settings integrated with
Policy Builder.
An improved learning suggestions mechanism handles requests, with or without
violations, for manual and automated policy building.

Using Rapid Deployment
BIG-IP Application Security Manager Operations Guide
Use ASM for Block Page Example
DevCentral: F5 ASM deployment for production traffic in transparent mode
DevCentral: Lightboard Lessons: BIG-IP ASM Policy Buildin
DevCentral: Different Blocking pages for different violation?

BIG-IP ASM Policy Builder updates

BIG-IP 13.0

BIG-IP 12.0

Links

https://support.f5.com/kb/en-us/products/big-ip_asm/manuals/product/asm-getting-started-12-0-0/8.html
https://support.f5.com/kb/en-us/products/big-ip_asm/manuals/product/f5-asm-operations-guide.html
https://devcentral.f5.com/questions/irule-for-whitelist-under-certain-path-59705
https://devcentral.f5.com/questions/f5-asm-deployment-for-production-traffic-in-transparent-mode-51796
https://devcentral.f5.com/articles/lightboard-lessons-big-ip-asm-policy-building-22486
https://devcentral.f5.com/questions/different-blocking-pages-for-different-violation
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